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Note: Click CLI boxes and diagrams to view the Data ONTAP 8.3 Documentation. 

High Availability 

Basics 
HA pairs provide hardware redundancy that is required for 
nondisruptive operations and fault tolerance and give each 
node in the pair the software functionality to take over its 
partner's storage and subsequently give back the storage. 
Except for “Single Node Clusters”, a Cluster has to contain an 
even number of nodes, configured in HA pairs. 
Takeover and giveback are the operations that let you take 
advantage of the HA configuration to perform nondisruptive 
operations and avoid service interruptions. Takeover is the 
process in which a node takes over the storage of its partner. 
Giveback is the process in which the storage is returned to 
the partner. 

Example of an 6-Node Cluster containing 3 HA pairs 

Check the HA status 
spock::> storage failover show 
                              Takeover           
Node           Partner        Possible State Description   
-------------- -------------- -------- --------------------- 
spock-01       spock-02       true     Connected to spock-02 
spock-02       spock-01       true     Connected to spock-01 
spock-03       spock-04       true     Connected to spock-04 
spock-04       spock-03       true     Connected to spock-03 
spock-05       spock-06       true     Connected to spock-06 
spock-06       spock-05       true     Connected to spock-05 
6 entries were displayed. 
 

For 2-Node Cluster configurations only, also check the Cluster HA status: 

spock::> cluster ha show  

High Availability Configured: true 

Manual Takeover 
You can manually initiate the takeover of a node in an HA pair 
to perform maintenance on that node while it is still serving 
the data on its disks, array LUNs, or both to users. 

Example: to perform maintenance of node “spock-01”, this command will issue a takeover of 
node “spock-01” by node ”spock-02”, it’s HA partner: 

spock::> storage failover takeover -ofnode spock-01 

Manual Giveback 
You can manually initiate a giveback on a node in an HA pair 
to return storage to the original owner after completing 
maintenance or resolving any issues that caused the takeover. 

Example: after maintenance of node “spock-01”, this command will return all services back 
from “spock-02” to the originating node: 

spock::> storage failover giveback -ofnode spock-01 

Disaster Recovery with MetroClusterTM 

Basics 
MetroClusterTM configurations protect data by using two 
physically separated, mirrored clusters. Each cluster 
synchronously mirrors the data and Storage Virtual Machine 
(SVM) configuration of the other. When a disaster occurs at 
one site, an administrator can activate the mirrored SVM and 
begin serving the mirrored data from the surviving site. 
Additionally, the nodes in each cluster are configured as an 
HA pair, providing a level of local failover. 
During normal operation, all nodes in a MetroCluster 
configuration are active. Passive nodes are not required. 

up to 200 km Cluster „spock“ Cluster „kirk“ 

Check the MetroCluster status 
spock::> metrocluster show  

Cluster                        Configuration State    Mode 
------------------------------ ---------------------- --------- 
 Local: spock                  configured             normal 
Remote: kirk                   configured             normal 
 

You can check that the components and relationships in the MetroCluster 
configuration are working correctly. You should do a check after initial 
configuration and after making any changes to the MetroCluster configuration. 

spock::> metrocluster check run 

Manual Switchover 
If you want to test the MetroCluster functionality or to 
perform planned maintenance, you can perform a negotiated 
switchover in which one cluster is cleanly switched over to 
the partner cluster. You can then heal and switch back the 
configuration.  
Example: You can use the  -simulate  option to preview the results of a switchover: 

spock::> metrocluster switchover –simulate 

Example: switch over all services from cluster “kirk” to cluster “spock”: 

spock::> metrocluster switchover 

spock::> metrocluster operation show 

spock::> storage disk show -fields owner,dr-home 

 

Manual Switchback 
Following a switchover, you must perform a healing operation 
in a specific order and the switchback to restore MetroCluster 
functionality. 

Example: Perform healing operations and switch back cluster: 

spock::> metrocluster heal –phase aggregates 

spock::> metrocluster heal –phase root-aggregates 

spock::> metrocluster switchback 

 

Important Notice 
In case of a disaster affecting your storage services on one 
site, please contact NetApp Support or your contracted 
support partner immediately! 

synchronous replication 
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Snapshot® copies 

Basics 
Enable you to manually or automatically create, schedule, and 
maintain multiple backups (also called Snapshot copies) of 
data on a volume. Snapshot copies use only a minimal amount 
of additional volume space, and do not have a performance 
cost.  If a user accidentally modifies or deletes crucial data on 
a volume with Snapshot technology enabled, that data can be 
easily and quickly restored from one of the latest Snapshot 
copies created. You can also create clones of FlexVol volumes 
using Snapshot copies.  

List available Snapshot copies 
spock::> volume snapshot show  
                                                                 ---Blocks--- 
Vserver  Volume   Snapshot                                  Size Total% Used% 
-------- -------- ------------------------------------- -------- ------ ----- 
chekov   office 
                  nightly.1                              302.1MB     0%    2% 
                  hourly.5                               119.0MB     0%    1% 
                  yar1                                   325.0MB     0%    2% 
                  hourly.3                               99.11MB     0%    1% 
 

List available Snapshot policies 
spock::> volume snapshot policy show  

Vserver: chekov 
                         Number of Is 
Policy Name              Schedules Enabled Comment 
------------------------ --------- ------- --------------------------------- 
enterprise-office                3 true    Policy for office data 
    Schedule               Count     Prefix                 SnapMirror Label 
    ---------------------- -----     ---------------------- ---------------- 
    hourly                     6     hourly                 - 
    daily                      2     daily                  daily 
    weekly                     2     weekly                 weekly 

Create a Snapshot copy 
You can manually create a Snapshot copy of a volume. Be 
aware that any data not yet written to disk by a user or an 
application will be lost in case of a restore of the Snapshot. 

Example: create a Snapshot copy named “yar1” on a volume: 

spock::> volume snapshot create -vserver chekov -volume office -snapshot yar1 

SnapMirror® data protection  (Licensed feature) 

Basics 
SnapMirror® provides asynchronous disaster recovery. Data 
protection mirror relationships enable you to periodically 
create Snapshot copies of data on one volume; copy those 
Snapshot copies to a partner volume (the destination 
volume), usually on another cluster; and retain those 
Snapshot copies. The mirror copy on the destination volume 
ensures quick availability and restoration of data from the 
time of the latest Snapshot copy, if the data on the source 
volume is corrupted or lost. If you conduct tape backup and 
archival operations, you can perform them on the data that is 
already backed up on the destination volume.  

asynchronous mirror 

Cluster „spock“ Cluster „uhura“ 

Example of a 4-Node Cluster mirroring to a Single-Node Cluster 

List SnapMirror relationships 
You can list all incoming SnapMirror relations using the 
snapmirror show command. To list all outgoing relations: 
 
spock::> snapmirror list-destinations  
                                                  Progress 
Source             Destination         Transfer   Last         Relationship 
Path         Type  Path         Status Progress   Updated      Id 
----------- ----- ------------ ------- --------- ------------ --------------- 
chekov:office  
            DP    mccoy:office_mirror  
                               Idle    -         -            b62683b8-d7c... 
chekov:homedir 
            DP    mccoy:homedir_mirror  
                               Transferring  
                                       824.9MB   04/15 16:17:18  
                                                              3507939d-e37... 

SnapVault® backup  (Licensed feature) 

Basics 
SnapVault® provides storage-efficient and long-term 
retention of backups. SnapVault relationships enable you to 
back up selected Snapshot copies of volumes to a destination 
volume and retain the backups. Retention period and the 
number of SnapShot copies can differ on the source and 
destination site. 
If you conduct tape backup and archival operations, you can 
perform them on the data that is already backed up on the 
SnapVault secondary volume.  

asynchronous backup 

Cluster „spock“ Cluster „uhura“ 

Example of a 4-Node Cluster backing up to a Single-Node Cluster 

List SnapVault relationships 
You can list all outgoing SnapVault relations using the snapmirror 
show-destinations command. To list all incoming relations: 
 
uhura::> snapmirror show 
                                                                       Progress 
Source            Destination  Mirror  Relationship  Total             Last 
Path        Type  Path         State   Status        Progress  Healthy Updated 
----------- ---- ------------ ------- -------------- --------- ------- -------- 
chekov:office  
            XDP  mccoy:office_vault  
                              Snapmirrored  
                                      Idle           -         true    - 
chekov:homedir  
            XDP  mccoy:homedir_vault  
                              Snapmirrored  
                                      Transferring   317.0MB   true    04/16 12:34:56 

Data Protection 
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Data Deduplication and Compression 

Basics 
You can run deduplication and data compression together or 
independently on a FlexVol volume or an Infinite Volume to 
achieve optimal space savings. Deduplication eliminates the 
duplicate data blocks and data compression compresses the 
data blocks to reduce the amount of physical storage 
required. 

How deduplication works 
Deduplication operates at the block level within the entire 
FlexVol volume or an Infinite Volume, eliminating duplicate 
data blocks, and storing only unique data blocks. 
Deduplication is a post process that can be triggered either 
manually, scheduled or on a changed-block threshold. 

How data compression works 
Data compression is a Data ONTAP feature that enables you 
to reduce the physical capacity that is required to store data 
on storage systems by compressing the data blocks within a 
FlexVol volume or an Infinite Volume. Compression can be 
configured as either Inline or post process. 

List efficiency enabled volumes 
spock::> volume efficiency show  

Vserver    Volume           State    Status       Progress           Policy 
---------- ---------------- -------- ------------ ------------------ ---------- 
chekov     office           Enabled  Idle         Idle for 10:11:12  dedupe_daily 
chekov     homedir          Enabled  Idle         Idle for 98:54:32  dedupe_weekly 
 
 

Enable storage efficiency on a volume 
Example: enable deduplication and compression on a volume, assign a policy and run the initial scan 
on existing data immediately: 

spock::> volume efficiency on -vserver chekov -volume office           
spock::> volume efficiency modify -vserver chekov -volume office -compression true 
spock::> volume efficiency modify -vserver chekov -volume office -policy dedupe_daily 
spock::> volume efficiency start -vserver chekov -volume office -s true 
 

List efficiency policies 
spock::> volume efficiency policy show -vserver chekov 

         Policy        Job        Duration 
Vserver  Name          Schedule   (Hours)  QoS Policy  Enabled  Comment 
-------- ------------- ---------- -------- ----------- -------- -------------- 
chekov   dedupe_daily  daily_3am  5        2000_iops   true     - 
       Policy ID: 979ea101-2908-11e4-9af8-123478563412 
chekov   dedupe_weekly sat_7am    24       best_effort true     - 
       Policy ID: 5652a086-d6f2-11e4-bd88-00a09815955a 

List storage efficiency savings 
spock::> df -S -g -vserver chekov 

Filesystem                used       total-saved    %total-saved    deduplicated    %deduplicated    compressed    %compressed 
/vol/office/            2856GB            4598GB             62%          2989GB              40%        1609GB            22% 
/vol/homedir/            655GB            1322GB             67%           528GB              27%         794GB            40% 

Basics 
FlexClone® volumes are writable, point-in-time copies of a 
parent FlexVol volume. FlexClone volumes are space-efficient 
because they share the same data blocks with their parent 
FlexVol volumes for common data. The Snapshot copy used 
to create a FlexClone volume is also shared with the parent 
volume. 
You can clone an existing FlexClone volume to create another 
FlexClone volume. You can also create a clone of a FlexVol 
volume containing LUNs and LUN clones. 
A FlexClone volume is a fully functional FlexVol volume 
similar to its parent. It is always created in the same 
aggregate and SVM as its parent, has the same storage 
efficiency, language and space-reservation settings as well as 
the same SnapShot policy. 

List clones of volumes 
spock::> volume clone show 

Vserver   FlexClone      Parent-Volume   Parent-Snapshot        State      Type 
--------- -------------- --------------- ---------------------- ---------- ---- 
chekov    office_clone   office          clone_office_clone.0   online     RW 
 

List common SnapShot copies of clones 
Example: display a list of SnapShot copies to determine the space consumed by a specific clone: 

spock::> volume snapshot show -vserver chekov -volume office* -snapshot clone* 
                                                                 ---Blocks--- 
Vserver  Volume   Snapshot                                  Size Total% Used% 
-------- -------- ------------------------------------- -------- ------ ----- 
chekov  
         office_clone                                 
                  clone_office_clone.0                   123.4MB     1%    2% 
         office                                       
                  clone_office_clone.0                      68KB     0%    0% 

A FlexClone can be created for a volume or for a single file. FlexClones of a volume or a file can be used as if they were regular 
volumes or files. All operations like reads, writes, deletes, etc. will not affect the parent data. Clones are independent of the 
protocols used, they are perfectly suitable for NAS as well as for SAN data access. 
FlexClone is mostly called by tools and applications for various purposes like rapid cloning of virtual machines or cloning of 
entire application landscapes but can of course be triggered manually as well. 
 

Create a FlexClone volume 
Example: create a space-efficient FlexClone of a volume, assign a Quality-of-Service policy, mount the clone into the namespace and create a SMB Fileshare for the clone: 

spock::> volume clone create -vserver chekov -flexclone office_clone -parent-volume office  
spock::> volume modify -vserver chekov -volume office_clone -qos-policy-group 50_MBs 
spock::> volume mount -vserver chekov -volume office_clone -junction-path /office_clone 
spock::> vserver cifs share create -vserver chekov -share-name office_clone$ -path /office_clone  

Example: for test and development, create a FlexClone of a volume on the SnapVault destination system “uhura” based on a specific SnapShot copy: 

uhura::> volume clone create -vserver mccoy -flexclone office_clone -parent-volume office_vault -parent-snapshot daily.2015-07-04_0010 -type RW 
 

Create a FlexClone of a single file 
Example: create a space-efficient FlexClone of a single file and assign a Quality-of-Service policy. The clone will appear in the filesystem immediately: 

spock::> volume file clone create -vserver chekov -source-path /vol/oracle/bigdb.dbf -destination-path /vol/oracle/bigdbclone.dbf 
spock::> volume file modify -vserver chekov -volume oracle -file bigdbclone.dbf -qos-policy-group 1000_iops 
 
 

FlexClone® efficient cloning  (Licensed feature) 
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